Unmanned Aerial Vehicle (UAV) has enormous potential in many domains. According to the characteristics of UAV, it is important for UAV network to assure low latency and integrity and authentication of commands sent by command center or command stations to UAV. In this paper, we proposed a UAV network architecture based on mobile edge computing (MEC) which helps guarantee low latency in the UAV network. Afterwards, we proposed a designated verifier proxy blind signature (DVPBS) scheme for UAV network and proved that it is existentially unforgeable under an adaptive chosen message attack in the random oracle model. We compared the efficiency of our DVPBS scheme with other signature schemes by implementing them in jPBC and theoretically analyzing their signature length. The experiment results indicate that our DVPBS scheme is efficient. The signature length of our DVPBS is longer, but it is still short enough compared with the transmission capacity of UAV.
Introduction
Unmanned Aerial Vehicle (UAV) is the aircraft without human pilot aboard. It is an emerging technology which can be applied for military applications and civil applications. Its military applications mainly include border surveillance, reconnaissance, and strike.
(i) Border surveillance. Kim et al. proposed a border surveillance system based on UAV [1] . This system uses electrification line system to implement wireless charging for UAV, which extends the flight duration of UAV.
(ii) Reconnaissance. Wang et al. proposed a multiple UAVs reconnaissance task allocation model for heterogeneous targets [2] .
The civil applications of UAV mainly contain precision farming, disaster response, communication, equipment inspection and maintenance, etc.
(i) Precision Farming. Sona et al. mounted new sensors on UAV and acquired data through these sensors [3] . The multispectral images acquired by UAV can be integrated with ground geophysical data to obtain soil characteristics, which is useful for precious agriculture. Nintanavongsa et al. considered a smart farm platform which is based on UAV equipped with sensor and researched how sensor mobility affects network communication [4] . Pircher et al. designed a prototype hybrid UAV for the application in precision agriculture [5] . The UAV has high area coverage and high degree of automatization. It can perform predefined waypoint missions autonomously.
(ii) Disaster Response. Ahn et al. proposed a flying ad hoc network (FANET) routing protocol with bounded end-to-end communication delay in order to ensure that rescue information can be transmitted in time when disaster happens [6] . They also designed and implemented a simulation platform of FANET. Hayajneh et al. developed a statistical framework to characterize and model large-scale post-disaster recovery cellular networks based on UAV [7] . They thought that there are some parameters which influence optimal deployment of recovery network after analysis. It can optimize the network by adjusting these parameters. (iii) Communication. Deruyck et al. proposed a deployment tool for UAV-aid emergency network to handle a large number of network access requests in the event of disaster [8] . Lyu et al. proposed a hybrid network architecture which uses UAV as aerial mobile base station [9] . The UAV flies along the cell edge to offload data traffic. (iv) Equipment Inspection and Maintenance. Wu et al. proposed a visual inspection method for rail surface defects based on UAV, which can improve efficiency and reduce cost [10] . Addabbo et al. proposed a UAV system for photovoltaic plant inspection [11] . It uses computer vision to identify panels and detect thermal anomalies.
In this paper, we informally classify UAVs into three categories according to their autonomy, namely, non-autonomous UAV, semi-autonomous UAV, and autonomous UAV. A nonautonomous UAV mainly depends on the control signal from operator's handheld controller. An operator sends control signal through the handheld controller to direct UAV to complete task. Non-autonomous UAV usually has small body size, low flight speed, short flight distance, and limited computing and communication capabilities. It typically performs task within the operator's line of sight. In contrast, an autonomous UAV has larger body size, higher flight speed, longer flight distance, and relatively sufficient computing and communication capabilities. It is able to fly farther and perform more complicated task without requiring the operator to command in real time. After it receives the command from operator, the UAV will check this command and decide whether to execute it. A semi-autonomous UAV is a kind of UAV between nonautonomous and autonomous UAVs. In this paper, we focus on the application of autonomous UAV. Generally, UAV network refers to the network with UAV applications as its core. It has some characteristics such as high mobility, dynamic topology, intermittent link, power constraint, and changing link quality [12] . A UAV network may be comprised of UAV, command center, ground control stations, satellites, mobile command cars, or ships, which is illustrated in Figure 1 . In a UAV network, UAV belongs to a command center. It accepts the commands issued by command center and performs related tasks. Ground control stations, satellites and mobile command cars, or ships may be all called command stations and mainly responsible for maintaining the communication between command center and UAV. The command center can communicate with UAV with the help of command station which forwards the commands received from command center to UAV. In addition, the command station also commands temporarily UAV in some cases.
Problem Statement.
When an autonomous UAV performs a task, it will receive the command which contains relevant parameters about task, including time, target location, and Security and Communication Networks 3 actions to be performed. It can fly autonomously to the target location in the specified time without requiring operator manual navigation. It can even cruise in the air and wait for commands, which reduces response time and accomplishes tasks more efficiently. Therefore, it is important for UAV to confirm whether the command is issued by command center. It typically uses digital signature to confirm the source of command. The overall process is roughly as follows.
(i) A command center generates command and computes corresponding digital signature.
(ii) The command center sends the command and signature to UAV.
(iii) The UAV will verify the signature when it receives the command and signature. If the signature is valid, the UAV will believe that the command is issued by command center and execute this command. Otherwise, UAV will consider that the command is counterfeit and does not execute it.
However, common digital signature scheme is not suitable for UAV network because of its characteristics and security requirements. It needs to propose digital signature scheme for UAV network.
A UAV generally has very fast flight speed. For example, the maximum groundspeed of small UAV is 87 knots according to the rule of Federal Aviation Administration (FAA). The speed of large UAV is faster than small UAV. The loiter velocity of National Aeronautics and Space Administration (NASA) global hawk reaches 343 knots (true air speed). Therefore, a UAV is highly mobile, which requests that it determines whether the command is valid as soon as possible, especially for some location based services. Namely, it is necessary for the UAV to verify the signature timely. It is supposed that command center sends message and corresponding digital signature at and UAV completes the signature verification at V . Then, we can roughly compute the total delay time =( V -). The delay time is mainly composed of propagation delay and processing delay . Namely, = + .
(i) Propagation delay is the delay time in which data is propagated from sender to receiver in the transmission medium. It is computed as =dis/vel where dis is the distance between sender and receiver and vel is the propagation speed. It is difficult to improve the propagation speed. It can lower by reducing dis. That is, the sender of command should be close to receiver (UAV).
(ii) Process delay is mainly the delay time in which the receiver (UAV) verifies the digital signature. It should select efficient digital signature algorithm to lower .
From the above analysis, we find that it is necessary to shorten the distance between sender of command and UAV and select efficient digital signature algorithm in order to reduce total delay time .
However, it is inevitable for UAV to perform remote tasks. When the UAV is far from command center to perform tasks, it will experience longer propagation delay to receive command and corresponding signature and even cannot receive them due to weather or terrain. Mobile edge computing (MEC) technology can be introduced to solve this problem. MEC is proposed by European Telecommunication Standard Institute (ETSI). It can bring the function of commanding UAV to the edge of network, which is closer to UAV, to reduce . Meanwhile, it needs to use proxy signature scheme. The command center may temporarily authorize a command station near to UAV to command it, which can reduce the propagation delay. For example, if a ground control station is much closer to UAV than the command center, the command center may temporarily authorize ground control station to command UAV. The ground control station and UAV use proxy signature in this case. The command center delegates ground control station. The ground control station computes a private key for proxy signature, which allows it to sign on behalf of command center. Hence, the ground control station is able to command UAV.
In some cases, it also needs blind signature to protect user's privacy. It is supposed that there is a leasing company which rents UAVs to users. Namely, the company is lessor and user is lessee. The user rents a UAV to perform some tasks, such as taking pictures, surveying, and investigation. If the user does not want leasing company to know what commands the UAV executed to protect user's privacy, it will use blind signature scheme. Moreover, if the user is far from the command center of leasing company, the company will use proxy signature scheme to authorize a ground control station which is closer to the UAV to command it. Namely, it uses proxy blind signature scheme, which meets the requirements. We call this ground control station as local ground control station (LGCS). After the LGCS obtains authorization from command center of leasing company, the user will blind the command and send it to LGCS. The LGCS computes the signature of command blinded and sends it to the user. Afterwards, the user recovers the signature of original command, which is proxy blind signature of original command. It sends the proxy blind signature to UAV.
In addition, designated verifier signature is necessary. An adversary may eavesdrop on the messages exchanged among the LGCS, user, and UAV and verify the signature. It can infer the tasks that UAV will perform next and take precautions in advance. Therefore, it is necessary to ensure that the signature can be verified only by the designated verifier. It uses designated verifier signature scheme, which meets the requirement. For example, the user or LGCS sends command and corresponding signature to the UAV, while the signature can only be verified by the specified UAV. Even if an adversary eavesdropped on the command and corresponding signature, it could not verify the signature and confirm the task which will be performed next.
In summary, we draw the following conclusions through the above analysis.
(1) It is suitable to adopt MEC architecture for UAV network to reduce .
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Security and Communication Networks (2) The entity which issues and sends command should be as close as possible to the UAV. It helps to reduce the propagation delay . The command center uses proxy signature scheme to authorize a command station which is close to UAV to command it on behalf of command center.
(3) A user may not want command station to know what tasks it requires UAV to perform to protect the privacy. It uses proxy blind signature scheme to meet this requirement.
(4) The signature computed by command station can only be verified by the designated verifier, namely, the UAV. It uses designated verifier signature scheme to meet this requirement.
(5) It should use efficient cryptographic algorithm, which helps to reduce the processing delay . Therefore, we propose a UAV network architecture based on MEC and a designated verifier proxy blind signature (DVPBS) scheme for the UAV network to meet the requirements above analyzed.
Our Contributions.
For autonomous UAV, the command center or command station commands it by sending instruction and corresponding digital signature. The UAV verifies the signature and decides whether to execute corresponding command based on the verification result. If the signature is valid, the UAV will execute the command. Otherwise, it will refuse to execute the command.
In this paper, it is supposed that a user rents UAV from a leasing company to perform some tasks. The leasing company authorizes a LGCS to command the UAV. The user requires service of UAV through LGCS, and LGCS does not know what service the user requires. The command sent by LGCS can only be verified by the UAV. We make the following contributions for this scenario.
(i) We introduce MEC into UAV network and propose a UAV network architecture based on MEC with low latency.
(ii) We propose a designated verifier proxy blind signature scheme for UAV network based on MEC. This signature scheme is based on elliptic curve cryptography (ECC) which provides efficient computation.
(iii) We analyze the security of our DVPBS scheme based on the random oracle model. The result indicates that our DVPBS scheme is existentially unforgeable under an adaptive chosen message attack.
(iv) We implement simulation experiments of our DVPBS scheme and other signature schemes and theoretically analyze their communication cost. The experimental data indicates that our DVPBS is efficient in computation efficiency. The signature length is short compared with the transmission capacity of UAV.
Organization of the Remainder
Paper. The rest of this paper is organized as follows. In the next section, we review MEC and some digital signature schemes which include blind signature scheme, proxy signature scheme, proxy blind signature scheme, designated verifier signature scheme, and designated verifier proxy signature scheme. In Section 3, we provide some necessary preliminaries. We propose a UAV network architecture based on MEC and a designated verifier proxy blind signature scheme for the UAV network in Section 4. We analyze the security and efficiency of our DVPBS scheme in Section 5. Finally, this paper is concluded in Section 6.
Related Work

Mobile Edge Computing.
It is important for UAV network to reduce latency as much as possible. MEC can solve the problem of long latency resulting from long communication distance. ETSI proposed a framework and a reference architecture of MEC [13] . The MEC framework contains user equipment, mobile edge applications, hosts, networks, etc. These entities are divided into system level, host level, and network level. The reference architecture defines the reference points and functional elements which contain mobile edge system. Garg et al. proposed a data-driven transportation optimization model for surveillance in intelligent transportation system [14] . This model mainly contains UAV, dispatcher, aggregator, and edge devices. The UAV captures data from vehicles and validates the data. The dispatcher also validates the data and schedules the processing tasks in the edge computing devices. The aggregator provides secure data transmission and the edge devices perform data analysis. Lee et al. proposed a hierarchical MEC architecture [15] . It efficiently uses resource of MEC server and provides services according to the content type and computing type. Intharawijitr et al. studied how to impact communication latency and computation latency [16] . They proposed a mathematical model of MEC to estimate the computing latency in edge node and developed three policies for selecting an edge node. Messous et al. proposed a game theory model where the players are a set of UAVs in the network [17] . The model helps UAVs to offload heavy computation tasks to achieve the tradeoff between energy overhead and execution delay. Ansari et al. proposed two dynamic proxy virtual machine migration methods which reduce the end-to-end delay between proxy virtual machine and device [18] . They validated the performance of two methods through simulation. Zhang et al. proposed a mobility-aware hierarchical MEC framework which contains MEC servers and backup computing server which shares computing tasks with MEC servers [19] . They developed an incentivebased optimal computation offloading scheme which reduces energy consumption and task execution time of smart devices.
Related Digital Signature Schemes.
Chaum proposed blind signature scheme in 1983 [20] . In a blind signature scheme, a signer computes signature of the message blinded by provider and sends the signature to the provider of blind signature. The provider recovers the signature of original message from the signature received from signer. Blind signature can be used to establish untraceable payment system for e-commerce. Mambo et al. proposed proxy signature scheme in 1996 [21] . It allows an original signer to delegate a proxy Security and Communication Networks 5 signer to sign on behalf of the original signer. Tan et al. proposed two proxy blind signature schemes which satisfy the secure properties of proxy signature and blind signature [22] . One is based on discrete logarithm problem and the other is based on elliptic curve discrete logarithm problem. Tan also proposed an efficient identity-based pairing-free proxy blind signature scheme [23] . It is provably secure in the random oracle model. Yang et al. proposed a proxy partially blind signature scheme, which can revoke proxy privileges and provide security features [24] . Verma et al. proposed a proxy blind signature scheme with message recovery [25] . It shortens the size of message signature and is suitable for the applications with low bandwidth. Zhu et al. proposed an efficient identity-based proxy blind signature scheme [26] . It is based on number theorem research unit lattice and can defeat quantum computer attack.
Jakobsson et al. proposed solutions of designated verifier proof which can be used to propose designated verifier signature scheme [27] . Dai et al. further proposed a designatedreceiver proxy signature scheme [28] . It has the properties of designated verifier signature scheme and proxy signature scheme. An original signer delegates a proxy signer to sign on behalf of the original signer. Moreover, the signature computed by proxy signer can only be verified by the designated verifier. Huang et al. described the notion of short designated verifier proxy signature (ShDVPS) scheme and proposed a short DVPS scheme [29] . It has short signature length and suitable for the applications with low bandwidth. Shim proposed a short DVPS scheme which is based on BLS signature scheme and gave security proof in the random oracle model [30] . Islam et al. proposed an efficient identitybased strong designated verifier proxy signature (ID-SDVPS) scheme which is based on bilinear pairing [31] . There is a private key generator (PKG) to generate private keys for all entities. Hu et al. proposed a weak DVPS (WDBPS) scheme and a strong DVPS (StDVPS) scheme [32] . The former cannot compute a simulated designated verifier proxy signature, while the latter can compute such signature. They gave a formal security proof in the random oracle model.
Preliminaries
Complexity Assumptions.
It is assumed that 1 is a cyclic additive group and its order is a prime . The following problems defined over an elliptic curve are assumed to be difficult to solve within polynomial time.
Assumption 1 (elliptic curve discrete logarithm problem (ECDLP)). Given P, Q ∈ 1 , find the integer ∈ * so that = .
Assumption 2 (computational Diffie-Hellman (CDH) problem). Given a randomly chosen ∈ 1 and aP, ∈ 1 for unknown a, ∈ * , compute abP.
Assumption 3 (decisional Diffie-Hellman (DDH) problem). Given a randomly chosen ∈ 1 and aP, bP, ∈ 1 for unknown a, b, ∈ * , decide whether c=ab.
Assumption 4 (gap Diffie-Hellman (GDH) problem). Given a randomly chosen ∈ 1 and aP, ∈ 1 for unknown a, b, ∈ * , solve CDH problem with the help of DDH oracle.
Outline of Designated Verifier Proxy Blind Signature
Scheme. Generally, a DVPBS scheme consists of the following algorithms.
Setup. It takes the security parameter as input and outputs the system parameters.
Key Generation. It takes the security parameter as input and outputs some public-private key pairs (pk, sk) for the designated verifier, original signer, proxy signer, and blind signature provider.
Delegation Generation. Given the system parameter, private key of original signer, and warrant , this algorithm outputs delegation d.
Delegation Verification. Given the system parameter, public key of original signer, and warrant , this algorithm can determine whether the delegation is successful. If it is successful, it will compute the private key for proxy signature.
Otherwise, it will require that the delegation generation algorithm is executed again.
Proxy Blind Signature Generation. It takes the system parameter, private key for proxy signature, and warrant as inputs and outputs proxy blind signature.
Designated Verifier Proxy Blind Signature Generation.
It takes the system parameter, warrant, private key for proxy signature, proxy blind signature, public key of designated verifier, and conversion of message as inputs and outputs the signature.
Designated Verifier Proxy Blind Signature Verification.
It computes the public key for proxy signature. Afterwards, it takes the system parameter, public key for proxy signature, private key of designated verifier, warrant, message, and the signature as inputs and determines whether the signature is valid. It will return True if the signature is valid; otherwise, it will return ⊥ which means termination.
Transcript Simulation. It takes the system parameter, warrant, private key of designated verifier, public key for proxy signature, and message as inputs and computes a simulated signature which is indistinguishable from the original designated verifier proxy blind signature.
Formal Security Notation.
We provide a formal definition of existential unforgeability of our DVPBS scheme under an adaptive chosen message attack (EUF-CMA). It is defined using the following game between a challenger and an adversary A.
Key Generation. Given the security parameter, C runs the algorithm to obtain public-private key pairs of original signer, proxy signer, provider of blind signature, and designated verifier.
DVPBS Sign Queries.
When requests a signature on a message under a warrant , C will run the DVPBS generation algorithm to generate a signature and return it to A. DVPBS Verify Queries. When requests a signature verification on a message and a signature , C will responds with True if the signature is correct, or ⊥ otherwise.
Output. Finally, A outputs a new pair (
* , * ) where * has never been queried during the DVPBS sign queries and * is a valid designated verifier proxy blind signature of message * under warrant * . The success probability of an adversary to win the game is defined as − ,
.
Define 1.
A DVPBS scheme is existentially unforgeable under an adaptive chosen message attack if the success probability of any polynomially bounded adversary in the above game is negligible. That is,
− ,
≤ , where is negligible.
Designated Verifier Proxy Blind Signature for UAV Network
Architecture of UAV Network Based on MEC.
The architecture of UAV network based on MEC is illustrated in Figure 2 . This architecture is divided into three layers, cloud computing layer, edge computing layer, and device layer. (ii) Edge Computing Layer. The cloud layer connects with edge computing layer through Internet or private network. This layer contains some command stations which may be authorized by command center to command the UAV, including satellites, ground control stations, and mobile command cars. These command stations can provide computation and storage services. They perform as virtual servers at the edge of network and are called edge servers. They are proxy signers in our DVPBS scheme and closer to UAV than command center, which is helpful to reduce latency.
(iii) Device Layer. It mainly contains UAV in the device layer. A UAV receives commands from command center in cloud computing layer or command stations in edge computing layer, performs tasks, and sends response.
Overview of DVPBS.
It is assumed that a user rents UAV from leasing company to perform some tasks, such as taking pictures and surveying. The leasing company authorizes a
LGCS which is close to the UAV to temporarily command UAV. Here leasing company, LGCS, user, and UAV are original signer (OS), proxy signer (PS), blind signature provider (BSP), and designated verifier (DV) for our DVPBS scheme, respectively. The brief process of our DVPBS lists as follows and is illustrated in Figure 3 .
(1) Leasing company delegates a LGCS to sign on behalf of the company. (2) LGCS verifies the delegation and computes a private key for proxy signature, . (3) User blinds message to obtain . (4) User sends to LGCS. (5) LGCS signs the blinded message,
, to obtain the signature ( , ) on behalf of leasing company. (6) LGCS sends ( , ) to user. (7) User recovers signature of message from ( , ) to obtain ( , ) and transform to ( ), where the transformation is one way.
(8) User sends ( ) and ( , ) to LGCS. (9) LGCS computes the designated verifier proxy blind signature dvpbs. (10) LGCS sends t(m) and dvpbs to the user. (11) User sends and dvpbs to UAV. (12) UAV computes the public key for proxy signature, , and verifies the signature dvpbs received from user.
System Initialization.
In the system initialization phase, the leasing company sets some parameters. It chooses an elliptic curve over a prime finite field where the variable is a large prime. It uses the symbol 1 to denote the cyclic additive group. It is assumed that G is the base point on the elliptic curve and a prime is the order of G. The leasing company, LGCS, UAV, and user respectively choose their own private keys, , , , and ∈ * . They correspondingly compute the public keys, 
Delegation Generation (DG)
Phase. When a leasing company rents a UAV to a user, it will delegate a LGCS which is close to the UAV to command UAV. The leasing company performs the following steps to implement the delegation for LGCS.
(1) It generates a warrant which explicitly describes the delegation relation for the LGCS. 
Delegation Verification (DV) Phase.
When the LGCS receives the message sent by leasing company, it will verify the delegation. If the delegation is invalid, the LGCS will request delegation again. If the delegation is valid, the LGCS will compute the private key for proxy signature. It performs the following steps to verify the delegation and compute private key.
(1) The LGCS computes and verifies whether dG=( + ) 1 ( ) holds or not. If dG is not equal to ( + ) 1 ( ), the delegation will fail and LGCS will request delegation from leasing company again. If they are equal, the delegation will success.
(2) The LGCS computes =d+ 1 ( ) and sets it as the private key for proxy signature. The LGCS uses this key to implement proxy signature and command the UAV on behalf of leasing company.
Proxy Blind Signature Generation (PBSG) Phase.
The user rents UAV to complete some tasks and does not want the LGCS to know what mission UAV performs in order to protect privacy. The user uses blind signature in such case. It performs the following steps with LGCS to compute proxy blind signature. (2) If = , the UAV will determine that the signature is valid and perform corresponding tasks. Otherwise, it will think that the signature is invalid.
Transcript Simulation.
The designated verifier, UAV, is also able to compute the signature which is indistinguishable from the signature generated by LGCS. The UAV computes as the following steps. 
Analysis of Our DVPBS Scheme
Correctness Proof.
In this subsection, we provide the correctness proof of our DVPBS scheme.
(1) The LGCS computes a private key for proxy signature, =d+ 1 ( ). It is necessary for the UAV to compute corresponding public key, , to verify the signature. The UAV computes as follows.
Hence, the public key and private key for proxy signature meet the requirement = G. (2) The T= G mod because we have
(3) The = because we have
We have proved = , = G, and = . Therefore, we draw the conclusion = . Namely, we have proved the correctness of our DVPBS scheme.
Security Proof
Theorem 5. Our DVPBS scheme is a designated verifier signature scheme.
Proof. It needs to use the private key of UAV, , to verify the signature in the signature verification phase. Hence, a third party other than the signer and verifier cannot verify the validity or invalidity of this signature. The UAV can generate a valid signature by computing = 2 ( 1 ( ), , , ), which is validated by verification algorithm and is indistinguishable from the signature generated by the LGCS. If the UAV does not generate the signature, it will believe that the signature is generated by proxy signer. Therefore, our DVPBS scheme is a designated verifier signature scheme. (2) If there is a in the H-list which is equal to the queried by , will continue to check the form of tuple in which the is located. If the is located in the tuple which has the form of ( , , ⊥, , 1) or ( , , , , 1), will accept it as a valid signature. Otherwise, will refuse to consider it is a valid signature.
When is a valid signature of and is not queried from the oracle H, there will be a difference between Output. After the above queries are completed, outputs a new valid signature * of message * which has never been queried during the DVPBSG queries. The signature * is returned as the hash value of 's query ( * , * ). Namely, there is a tuple ( * , * , * , * , 1) in the H-list and * = in this tuple. Therefore, successfully solves an instance of the GDH problem with the probability
Theorem 7. The designated verifier can distinguish the proxy signature generated by proxy signer from the signature generated by original signer. Namely, our DVPBS scheme has distinguishability.
Proof. After the proxy signer successfully performs the delegation verification, it will compute the private key for proxy signature =d+ 1 ( ). This key is only obtained by the proxy signer, LGCS, because it needs to use the private key of proxy signer to compute . The original signer cannot compute or because it does not obtain and . Therefore, it can neither compute the proxy signature nor simulate it. If the designated verifier, UAV, believes that a signature is valid, it can distinguish that the signature was generated by proxy signer or original signer. Hence, our DVPBS scheme has distinguishability. Theorem 8. The proxy signer does not know the original message which has been signed by it. Namely, our DVPBS scheme has blindness.
Proof. In our DVPBS scheme, the blind signature provider chooses a random number and uses it to blind the original message. According to the process of blinding message, the proxy signer cannot recover the original message from the message blinded. Moreover, it also does not receive or infer the original message from the following communication content. Hence, the proxy signer does not know the original message. Namely, our DVPBS scheme has blindness.
Efficiency Analysis.
In this section, we compare the efficiency of our DVPBS scheme with some other related digital signature schemes. We mainly compare them from two aspects. One is the time spent in the process of signature computation and the other is the length of signature.
Firstly, we implement our DVPBS scheme and some other related digital signature schemes in a PC with Intel i5-4590 CPU and 4 GB RAM. We use the Java pairing-based cryptography (jPBC) library which is developed by Caro et al. and select the type elliptic curve [33] . In our experiment, we obtain the time cost for computation in the delegation generation phase, delegation verification phase, DVPBSG phase, and DVPBSV phase of different signature schemes. The results are illustrated in Figure 4 .
From the experimental data, we find that the time spent in the delegation generation phase of our DVPBS scheme is the shortest, while the time cost in the delegation verification phase is longer than other schemes. Both the time spent in the DVPBSG phase and the time spent in the DVPBSV phase are longer than Huang's ShDVPS [29] and Islam's ID-SDVPS [31] , while shorter than Shim's ShDVPS [30] and Hu's WDVPS and StDVPS [32] . We sum the time spent in delegation generation phase, delegation verification phase, DVPBSG phase, and DVPBSV phase of different signature schemes and obtain the results, which is illustrated in Figure 5 . The results show that the total time of our DVPBS scheme is longer than Islam's ID-SDVPS and shorter than Huang's ShDVPS, Shim's ShDVPS, and Hu's WDVPS and StDVPS. Hence, we think that our PVDBS is efficient.
Secondly, we theoretically analyze the signature length of different signature schemes and list them in Table 1 . The shorter the signature length is, the less the time and energy are taken to send and receive signature. The result indicates that the signature length of our DVPBS scheme is longer, but it is still short compared with the transmission capacity of UAV.
Conclusion
A UAV network consists of UAV, command center, and some command stations. It takes UAV application as its core. According to the characteristics of UAV, UAV network is sensitive to latency. Moreover, it is important to protect the integrity and authentication of commands which are sent by command center and some command stations to UAV. In this paper, we proposed a UAV network architecture based on MEC with low latency. We also proposed a DVPBS scheme for the scenario of UAV rental. In this scenario, a user rents UAV from a leasing company. We proved the security of our DVPBS scheme in the random oracle model. It is existentially unforgeable under an adaptive chosen message attack. Moreover, we think that our DVPBS scheme has distinguishability and blindness. We compared the efficiency of our DVPBS with some other signature schemes by simulation experiments and theoretical analysis.
The experimental results indicate that our DVPBS scheme is efficient. Through theoretical analysis, the signature length of our DVPBS scheme is longer than those of other schemes, but it is still short compared with the transmission capacity of UAV. We will research how to further reduce the time spent in signature processing and shorten the length of signature in the future.
